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1 The Javapackage KLAVA

In this document we illustrate the framework KLAVA, a Javapackage for implementing dis-
tributed applications that can exploit mobile code and run over a heterogeneous network en-
vironment. KLAVA is basedon the KLAIM coordination paradigm with multiple distributed tuple
spaces(KernelLanguagdor Agent InteractionandMobility ) [De Nicola etal., 1998]. Thus, the under-
lying model enablesspaceaincoupling time uncouplingand destinationuncoupling and asynchonous
associativeand anonymouscommunication. This programming model is suitable for distributed
applications, mobile agents,and, more in general, mobile code (for an overview of communica-
tion models for mobile agent systemswe refer to [Deugo, 2001]). KLAVA also provides support
for moving processesand all the code they will need for execution at remote sites.

KLAVA is also used asthe run-time system for the programming language X-KLA 1M ([Bettini,
2003b;Bettini, 2003a))in that the X-KLA 1M compiler generatesJavacode that relieson the KLAVA
framework. Thus, X-KLAIM can be used to write the highest layer of distributed applications
while KLAVA can be seenboth asa middlewar e for X-KLAIM programs and asa Javaframework
for programming according to the KLAIM paradigm.

The framework was originally developed in [Bettini, 1998],and presentedin details in [Bettini
etal., 2002b];however, the KLAVA framework we presenthere differs from the previous presenta-
tions in that it relies on the hierarchical model of KLAIM intr oduced in [Bettini etal., 2002a].Many
parts of the framework did not change and a particular attention was observed in order to keep
the Javapackage backward compatible. The crucial part that has changed deals with node archi-
tecture and locality management, while all the functionalities related to messageexchangeand
code mobility are essentially unchanged. This document is basedon chapters of [Bettini, 2003a].

2 KLAVA: Basic Concepts and Architecture

In this section, we presentthe classesof the package Klava. Some of Klava classescan already
be used asthey are (e.g.,the classTuple), while others have to be specialized through inheritance
and method overriding (e.g.,the classKlavaProcess).

Before describing KLAVA we give avery brief introduction to KLAIM (we refer the interested
reader to [De Nicola etal., 1998]and to the KLAIM web page, http://music.dsi.unifi.it , for
more complete descriptions of the formal model).

KLAIM is based on the notion of locality and relies on a Linda-like communication model.
Linda [Carriero & Gelernter, 1989b; Gelernter, 1985; Gelernter, 1989]is a coordination language
with asynchronous communication and shared memory. The shared spaceis named tuple space
a multiset of tuples Theseare containers of information items (called elds). There can be actual
elds (i.e., expressions,processes|ocalities, constants,identi ers) and formal elds (i.e., variables).
Syntactically, aformal eld is denoted with !ide whereideis anidenti er .

Tuples are anonymous and content-addressable. Pattern-matchings used to selecttuples in a
tuple space:two tuples match if they have the same number of elds and corresponding elds
match: a formal eld matchesany value of the sametype, and two actual elds match only if
they are identical (but two formals never match). For instance, tuple (“foo” ,“bar”, 100+ 200)
matcheswith (“foo” ,“bar”,!Val). After matching, the variable of a formal eld getsthe value of
the matched eld: in the previous example, after matching, Val (an integer variable) will contain
the integer value 300.

In Linda there is only one global shared tuple space;KLAIM extends Linda by handling mul-
tiple distributed tuple spaces.Tuple spacesare placed on nodegor siteg, which are part of a net
Eachnode contains a single tuple spaceand processesn execution, and can be accesseahrough
its locality. There are two kinds of localities: physicallocalitiesare the identi ers through which
nodes can be uniquely identied within a net; logicallocalitiesare symbolic names for nodes. A
reservedlogical locality, self , canbe used by processedo refer to their execution node. Physical
localities have an absolute meaning within the net, while logical localities have a relative mean-
ing depending on the node where they are interpr eted and can be thought asaliasesfor network
resources. Logical localities are associatedto physical localities through allocationenvironments



representedaspartial functions. Eachnode hasits own environment that, in particular, associates
self to the physical locality of the node.

KLAIM processesmay run concurrently, both at the samenode or at dif ferent nodes, and can
executethe following operations over tuple spacesand nodes:

in(t)@: evaluatestuple t and looks for a matching tuple t%in the tuple spacelocated at .
Whenever a matching tuple t%is found, it is removed from the tuple space.The correspond-
ing values of t%are then assignedto the formal elds of t and the operation terminates. If no
matching tuple is found, the operation is suspended until one is available.

read(t)@: differsfromin(t)@ only becausethe tuple t%selectedby pattern-matching is not
removed from the tuple spacelocated at |.

out(t)@: adds the tuple resulting from the evaluation of t to the tuple spacelocated at |.

eval (P)@: spawns processP for execution at |.

In the original KLAIM model, and thus also in the original KLAvA framework, nodeswere
merely the execution engines for processesand they had to be part of anet A node in a net was
accessibleby any other node in the samenet, once its (physical) locality was known. This led to
a at model in that nodes could not contain other nodes, thus subnetsand hierarchical nets could
not be directly modeled. Finally, while the separation between concrete and symbolic addresses
of nodes implemented a sort of dynamism, still this dynamism did not suit open networks well.
Indeed, the model had a static avor that leadsto asort of “closed world”: apart from the creation
of new nodes, the topology of KLAIM nets could not be changed.

This new version of KLAVA adopts the hierarchical model of KLAIM, presentedin [Bettini etal.,
2002a;Bettini, 2003a]:mechanismsfor dynamically updating nodes' allocation environments and
for explicitly dealing with node connectivity are now supplied. Moreover, a new category of
processescalled NodeCoordinatorss available, which, in addition to the KLAIM operations, can
execute coordination operations for establishing new connections, for accepting connection re-
guestsand for removing connections.

2.1 Tuples

Tuples are sequencesof information items called elds and are the basictools for data elaboration
and information exchange. There are two kinds of tuple elds: actual elds (i.e., expressions,
processes|ocalities, constants,identi ers) and formal elds (i.e., variables).

The class Tuple includes methods for handling tuples, such as creating tuples, adding ele-
ments to a tuple, getting an element of a tuple, etc. A tuple can be created by passing a Vector
object, containing all tuple elements,to the Tuple constructor, such as:

Vector v = new Vector() ;
v.addElement(o0l);
v.addElement(02) ;
v.addElement(03) ;
Tuple t = new Tuple(v);

or by rst creating an empty tuple and then adding elements using the method add(Object 0).
To make tuple construction easier, alimited number of overloaded constructors is available such

as:

public Tuple( Objectol)
public Tuple( Objectol, Objecto2) ...

sothat one can createa new tuple simply by writing:



Tuple t = new Tuple(01,02,03);

Tuples are anonymous and content-addressableand pattern-matchings used to selecttuples
in atuple space:

two tuples match if they have the same number of elds and corresponding elds have
matching values or formals;

formal elds match any value of the sametype and two actual elds match only if they are
identical (two formals never match).

After matching, the variable of aformal eld will getthe value of the eld it hasmatched.
Pattern-matching is implemented through the method match of the classTuple. match takes
a tuple as parameter and checksthe matching with the current tuple. The method match also
performs the binding of the formals, in casethe matching succeeds.
The interface Tupleltem canbe used for handling tuple elds. Its declaration is asfollows:

public interface Tupleltem extends java.io.Serializable f
public boolean isFormal() ; // is it aformalr
public void setValue(Objecto) ; // for updating

public boolean equals(Objecto) ; // aretheyequaP

g

Tupleltem 's methods are used by the matching algorithm. More speci cally, isFormal is used
to test whether atuple eld is aformal, setValue to update aformal eld with an actual value,
and equals to test whether two actual elds match. As usual, the semantics of these methods
must be speci ed by the classesthat implement the interface. The packageKlava makesavailable
some wrapper classesfor standard data types that implement this interface: KString , Kinteger ,
KBooleanand KVector.

It is assumedthat a Tupleltem created with the default constructor (i.e., with no parameters)
is aformal. Wethink that this is better than having a method setFormal , which may causeincon-
sistenciesamong aliases.Below we provide an example:

KString s= new KString() ; // formaldeclaration

Kinteger i = new Kinteger() ; // formaldeclaration

Tuple t1 = new Tuple(s,i);

Tuple t2 = new Tuple( new KString("Hello" ), new Kinteger(10)) ;
t2.match(t1);// true

System.out.printin( "s nowis : " +s);

System.out.printin( "i nowis : " +i);

Notice that the values of formal elds are automatically updated (by means of the method
setValue ).

Alternatively , a Class object can be used for expressing a formal eld. After a successful
matching, the method Object getltem(int index) (indexes start from 0) canbe usedto retrieve
the value bound to a formal eld. Thus, the above program fragment can be also rendered as
follows:

Tuple t1 = new Tuple( String.class, Integer.class) ;

Tuple t2 = new Tuple( new String("Hello" ), new Integer(10)) ;
t2.match(tl) ;// true

System.out.printin( "matched string : " +tl.getltem(0));
System.out.printin( "matched integer : " +tl.getltem(1));



The method match relies on types, thus, e.g.,a KString cannot match a String . Indeed, the
KLAVA matching mechanism is object based, but not object-oriented, in the sensethat subtyping
is not considered while checking whether two tuple elds match; namely, the static types must be
the same. Thus, the internal structur e of objectsis no further inspected and, in particular, only the
method equals is employed in order to test whether two actual elds match. There is only one
exception that is needed to avoid that the matching mechanism limits the exchangeof code and
to make it possible to match atuple containing processeswithout knowing their concrete classes
in advance: actual processesthat are instances of subclassesof KlavaProcess (explained later),
areretrieved by meansof tuple elds of classKlavaProcessVar (seeSection2.4.1).

The KLAVA system automatically assignsa unique identi er to eachtuple; such an identi er
can be considered as a GUID (GlobalUnique Identi er); after the matching, the identi er of the
matching tuple is stored in the template used for retrieving atuple. This is useful when using the
sametemplate for retrieving another tuple: once a tuple has beenretrieved through a template
tuple, the method resetOriginalTemplate  canbe called to resetthe template, i.e.,its formal elds
areinitialized to empty values again, and such template can be used for retrieving another tuple.
Sincethe identi er of atuple that hasalready beenretrieved is stored in the template, the pattern-
matching will consider only for tuples not already inspected. This provides an easy mechanism
for iterating through atuple space.Alr eady retrieved tuples are discarded, during the matching,
by the method preMatch, that can also be rede ned in casea ner ltering mechanism is needed
(for instanceit is rede ned by the classTuplex for dealing with encrypted elds, Section6.1).

In the following example, after the rst matching betweent2 and tl the template t1 is reset;
trying the matching with t2 once again will fail, while it will succeedwith another matching
tuple, t3:

KString s= new KString() ; // formaldeclaration

Kinteger i = new Kinteger () ; // formaldeclaration

Tuple t1 = new Tuple(s,i);

Tuple t2 = new Tuple( new KString("Hello" ), new Kinteger(10)) ;
Tuple t3 = new Tuple( new KString("World" ), new Kinteger(20)) ;
t2.match(t1) ;// true

tl.resetOriginalTemplate();

t2.match(t1) ;// false alreadymatched

t3.match(t1) ;// true

2.2 Localities

Localities are the tools that processescan use for referring to nodes of the net. We distinguish
between two kinds of localities:

physicallocalitiesareidenti ers through which nodescanbe uniquely identi ed within anet;

logicallocalitiesare symbolic namesfor nodes. A distinct logical locality, self , can be used
by processedo refer to their execution node.

Intuitively , physical localities have an absolute meaning within the whole net, while logical lo-
calities have a relative meaning depending on the node where they are interpr eted and can be
thought of as aliasesfor network resources. The association between logical and physical local-
ities is modeled via a function that we call allocationenvironment each node has an allocation
environment that solvesthe logical localities there used.

There are three classesthat handle localities. The abstract class Locality is the base
class and implements the interface Tupleltem . The other two classeslLogicalLocality  and
PhysicalLocality  are derived from this baseclass. A variable that representsa locality should
always be declared asa Locality sothat polymorphism can be used extensively.



In this version of KLAVA, physical localities are strings of the form <IP>:<port>, and they
actually representthe Internet addressand the port number where the node is listening for in-
coming connections (Section2.4.2).In the original version of the framework [Bettini etal., 2002b]
physical localities, just like logical localities, were simply names with which nodes used to reg-
ister themselves at the net server. We have preferred to use this lower level representation in
the new version of KLAVA, becauseit permits an easier handling of connections and communi-
cations; moreover the uniqueness of physical localities is also imposed by the uniqueness of the
pair <IP>:<port> in the Internet.

2.3 Tuple Spaces

Tuple spacesare multisets of tuples. The class TupleSpace includes methods to place tuples in
and retrieve tuples from atuple space.In particular, the methods

public boolean in( Tuple t)
public boolean read( Tuple t)
public void out( Tuple t)

implement three operations over tuple spaces,namely in(t), read(t) and out(t):

in(t): looks for a tuple t%that matchest. Whenever the matching tuple t%is found, it is
removed from the tuple space. The corresponding values of t% are then assigned to the
formal elds of t and the operation terminates. If no matching tuple is found, the operation
is suspended until oneis available.

read(t): differs from in(t) only becausethe matching tuple t%s not removed from the tuple
space.

out(t): adds the tuple t to the tuple space.

Two other methods of this classthat implement operations over tuple spacesare:

public boolean read_nb( Tuple t)
public boolean in_nb( Tuple t)

read_nb and in_nb act like read and in, but, if no matching tuple is found, they do not block
the executing processand simply return false . Someversions of Linda also intr oduce such op-
erations, called readp and inp [Carriero & Gelernter, 1989a]. Thesevariants are useful when one
wants to search for a matching tuple in a tuple spacewith no risk of blocking. For instance,
read_nb can be used to test whether atuple is presentin atuple space.

Below we report an example that usesa TupleSpace object:

TupleSpaceTS= new TupleSpacq) ;

KString s= new KString() ; // formal

Klinteger i = new Kinteger() ; // formal

Tuple t = new Tuple( s, new Kinteger(10)) ;

TS.out(new Tuple(new KString("Hello "), new Kinteger(10)));
TS.out(new Tuple( new Kinteger(10)) ) ;

TS.in(t) ; // withdrawsthe rst tuple

TS.read(new Tuple(i));// readghesecondne

Iteration on atuple spacecan be easily implemented by using the sametemplate tuple and the
method resetOriginalTemplate , asshown in Section2.1.

Due to network latency and bandwidth, network communications can be quite slow, hence,
retrieving information may require more time than one is willing to wait. Moreover, the absence



of matching tuples could block a processexecuting an in/ read operation. To put upper bounds
to the waiting time, atime-outcan be used. Therefore, “timed” versions of the blocking methods
are supplied:

public void read(Tuple t, long TimeOut ) throws KlavaTimeOutException
public void in( Tuple t, long TimeOut ) throws KlavaTimeOutException

If the specied timeout (expressedin milliseconds) expires before the corresponding operation
returns, then aKlavaTimeOutException exception will bethrown. Time-outs canthus be handled
in atry...catch  block.

Boolean versions of operations with timeouts are also supplied that do not throw a
KlavaTimeOutException exception in caseof timeout but simply return false:

public boolean read_t( Tuple t, long TimeOut )
public boolean in_t( Tuple t, long TimeOut )

2.4 Nets & Nodes: NetNode

As hinted in Section2,any node will now play adouble role: it isacomputational environment for
processesand the container of atuple space,and agatewayor servet, that can manage a subnet of
other nodes (clients). Mor eover, nodes can act both asclients (belonging to a speci ¢ subnet) and
asservers (taking charge of, possibly private, subnets). Logical localities representthe namesthat
client nodes can specify when entering the subnet of a server node, and allocation environments,
that can be dynamically updated with such information, actually representdynamic tables map-
ping logical names (possibly not known in advance)into physical addressesthese mappings are
allowed to changeduring the evolution. The client-server relation among nodes smoothly leads
to a hierarchical model, also becauseof the way logical namesare “r esolved”: in order to nd the
mapping for alocality, allocation environments of nodesin this hierarchy are now inspected from
the bottom upwar ds. This resemblesname resolution within DNS servers.

We use a single class, NetNode to play the double role of the client and of the server. This
class has both the node and the net functionalities. In the previous version of KLAVA, in order
to implement a client-server system, such as, e.g., a chat system, both the server and the clients
were at the samelevel (at model): the only real server was the net server, while the chat server
and the chat clients were just clients of the net server. With the hierarchical model, instead, the
roles of server and client re ects exactly also in the implementation. The two implementations
are depicted in Figure 1. An example of a chat system implemented in KLAVA is presentedin
Section4.3.

In the restof this sectionwe describethe classNetNodehighlighting its nodefunctionalities and
its netsfunctionalities. As hinted above, thesetwo functionalities can also be provided together
in asingle node, acting both asa server and asa client of a higher level net.

2.4.1 Node functionalities

Nodes are the loci where tuples and processesreside; they are also the execution engines for
KLAVA processesThe classNetNodecontains asingle tuple spaceand exports methods for access-
ing this tuple space.Thesemethods take asparameters a tuple and the locality of the destination
node; if the operation refersto the current execution site, it is simply redirectedto the local tuple
space,otherwise a messagewill be sentto the (possibly remote) destination node.

1in the following the terms gatewayand servewill be used interchangeably.



Net
flat model
Chat Node Chat Node Chat Node
Server Client Client
. . NetNode
hierarchical model Chat
Server
Chat NetNode Chat NetNode
Client Client

Figure 1: The original at model (above) and the new hierarchical model (below) implementing
a client-server system: a chat system.

public void out( Tuple t, Locality 1)
public boolean read( Tuple t, Locality | )
public boolean in( Tuple t, Locality 1)

By using thesemethods, processesan explicitly addressthe tuple spacewhere a given operation
must be executed. For instance, out(t,|) meansthat the tuple t must be placed at the tuple space
located at I.

For better programmability , alimited number of overloaded versions of thesemethods is sup-
plied, sothat atuple doesnot have to be explicitly built.:

public void out( Tupleltem i1, Locality 1)
public void out( Tupleltem i1, Tupleltem i2, Locality | )

public boolean read( Tupleltem i1, Locality 1)
public boolean read( Tupleltem i1, Tupleltem i2, Locality | )

The classNetNodealso includes the method

public void eval( KlavaProcessP, Locality loc ) throws KlavaException

that correspondsto the basicoperation eval (P, 1) that spawns processP for execution at node 1.

NetNode declares two elds: self (of class LogicalLocality ) and here (of class
PhysicalLocality ); the latter representsthe physical locality of the node within the net. More-
over, eachnode has an allocationenvironment namely a sort of partial function that maps logical
localities into physical localities. The environment of a Nodecan be initialized with the method
void addToEnv(String logLoc, String phyLoc) and modied dynamically with the methods
bindloc and unbindloc , explained later. In particular, the allocation environment of a node au-
tomatically associatesself to here.

The major dif ferencebetween eval (P, 1) and out(P, ) is that eval (P, 1) automatically starts the
execution of the processP at the remote site |, while out(P,1) does not. Indeed, out(P,1) simply
posts a tuple containing the processP at the tuple spaceof |. The processhas to be explicitly
retrieved from the tuple spaceby means of a KlavaProcessVar (e.g, by a processexecuting at 1),
and explicitly started, asin the following example:



KlavaProcess\ar PV = new KlavaProcess\ar(); // formal
in( PV, self);
eval( PV, self);

Notice that eval also acceptsa KlavaProcessVar asa parameter. Mor eover, since out hasatuple
asa parameter, many processesan be deliver ed to a remote site at once.

In the previous version of KLAVA, accordingly to the original KLAIM model, when evaluating
tuples, allocation environments were also used to “close” processesexchangedin communica-
tions. Indeed, evaluating a processthat occursin a eld of a tuple meant substituting it with
its closue, namely the processalong with the environment of the node where the evaluation is
taking place. Hence, a remarkable dif ference between out(P,I) and eval (P,l) was also that out
was adding the closure of P to the tuple spacelocated at I, while eval would sendonly P, not its
closure, for execution at |. This affected the evaluation of logical localities: when a processneeds
to translate a logical locality into a physical one, rst its own allocation environment is used (if
it has one) and then, if the translation fails, the environment of the node where the processruns
is used. This meansthat a processdeliver ed with an out used a static scopingstrategy for logical
localities while a processremotely spawned with an eval used a dynamicscopingstrategy. Thus,
for instance, in the former case,self refersto the originating site, while, in the latter case,self
refersto the current execution site.

This automatic treatment of locality translation and processclosure made programming a
little bit harder when dynamic scoping was needed (for instance in the scenario of the exam-
ple presentedin Section 4.2). For this reason this automatic mechanism is not the default in
the hierarchical KLAIM model (see[Bettini et al., 2002a]),and we supply a ner -grain control
on this: the translation of a logical locality and the closure of a processhas to be explicitly ob-
tained via, respectively, the methods getPhysicalLocality  and closeProcess . Sincethis is a
big changein the framework, the automatic treatment of these featurescan be enabled by calling
setAutomaticLocalityEvalua ti on, for backward compatibility .

Nodes communicate by means of messagesdelivered through streams (connected to sock-
ets). The classNodeMessagémplements messagesexchangedin the KLAVA system and has the
following structure (the content of a messagecan be any serializable Object ):

public classNodeMessageimplements java.io.Serializable
f

public PhysicalLocality Source; // locofthesender

public PhysicalLocality Dest; // locofthetarget

public String ProcessName; // sendeprocessname

public int OpCode ;// operationopcode

public Object Content ; // thecontent

2.4.2 Net functionalities

When a NetNodeacts as a gatewayit allows client nodes, belonging to its subnet and possibly
executing on dif ferent computers, to communicate with each other. In this sense,it can be seen
as a multithr eaded server that coordinates other KLAVA nodes. To this aim, a dif ferent thread (a
NodeHandler) for eachclient is executing in the gateway node.

A NodeHandleractsasa proxy for the corresponding client node within the gateway node and
for this reasonthe gateway node keeps a table mapping each client node to the corresponding
NodeHandler. The NodeHandler will handle the delivery of the node's messagesto other nodes:
eachclient usesa socketactually open dir ectly with its own NodeHandler on the gateway. Inter-
node communication takes place asfollows (seealso Figure 2):
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NetNode (client) NetNode (client)

Figure 2: Inter node communication through NodeHandlers. The enlarged NetNodeacts as a
gatewayfor the other two nodes (clients).

1. Eachnode sendsthe messageto its own NodeHandler.

2. The NodeHandler, after inspecting the messagedestination eld, asksthe net server for a
referenceto the NodeHandler of the receiver node (the dashed line in Figure 2 representsa
reference).

3. The messageis inserted into the messagequeue of the NodeHandler of the destination node.

4. The NodeHandler of the destination node takes care of delivering the messageto the node it
manages.

NetNodealso provides all the methods for implementing node connectivity. Thesehave to be
used when a (client) node wants to enter the subnet managed by another node. Each method
for establishing such a relation has also the complementary action that has to be performed by
the server to accepta node in its net. All the following methods, implementing privilegedactions
canbe executedonly by nodecoordinatorsi.e., special processeswith “super user” functionalities,
described in Section2.5.

boolean login(Locality loc) throws KlavaException;
void accept(PhysicalLocality loc);

The rst method hasto be performed at the client node, and succeedsif the server (whose locality
is specied as the parameter of login ) executesan accept action. The physical locality of the
connectedclient node is stored in the physical locality that is argument of accept Both operations
block the executing processeson each node, until the connection is established. login returns
false in casethe connection is not accepted.

No logical locality is involved in this kind of connection. Theseare instead used when the
following (complementary) methods are invoked:

boolean subscribe(Locality ploc, LogicalLocality lloc) throws KlavaException;
boolean register(PhysicalLocality ploc, LogicalLocality lloc);

Once again, the former hasto be executed by the client node and the latter by the server. With
subscribe the client speci es also the logical locality with which it wants to become part of the
server's net. Of course the connection is refused in casethis logical locality is already used by
another already connected client.

A client node candisconnect from a server by using the following methods (depending on the
method used for the connection):
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Screenshot2.1A KLAVA applet in abrowser: the applet allows to launch a node that logs in a net
server (typically executing at the web server computer).
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void logout(Locality loc);
void unsubscribe(Locality loc, LogicalLocality myloc);

In turn, the server can use the methods:

void disconnected(PhysicalLocality loc);
void disconnected(PhysicalLocality loc, LogicalLocality lloc);

for catching the disconnection events above. Thesemethods can also be used for detecting con-
nection failur es;both methods return the physical locality of the node that has disconnected, the
second method also returns the logical locality the node had subscribed with.

In this scenario communications among nodes belonging to the same subnet take place,
through the gateway node. In caseof r ewalls or network restrictions the accessto a remote
node may be permitted only through a server. For instance, an applet can only open a network
connection towar ds the computer it has been downloaded from. If on this computer thereis a
NetNoderunning that is willing to actasa gateway, the applet is still able to indir ectly communi-
catewith all the nodes and, possibly, with applets that are part of that net managed by that gate-
way; An example of a KLAVA applet is available at http://music.dsi.unifi.it/k la va_apple t
(seeScreenshot2.1). In this sense,a NetNodegateway allows nodes to communicate evenif they
belong to dif ferent restricted domains.

However, when there are no network restrictions, dir ect connections can still be established
in order to use a dir ect (probably faster) communication between nodes of the same,or different,
subnet. In the previous version of KLAVA, this was enabled by a ag in the classNode in this
case,the rst time anode, say n;, hasto communicate with a node, say n,, the IP addressof n,
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was obtained through the net server and a dir ect connection between ny and n» is established (all
these operations are performed automatically by KLAvVA). Further messagesbetween these two
nodes will be exchangeddir ectly through this connection.

In the new version of KLAVA also directconnectiongan be dealt with explicitly , through the
following complementary methods:

boolean dir connect(Locality loc) throws KlavaException;
void acceptconn(PhysicalLocality loc);

that allow to create a unidir ectional direct communication channel. Thus if a node n; estab-
lishes a dir ect connection with the node n, whenever n; sends a messageto n, it will do this
directly, i.e., without passing through a common server. This situation is not symmetric be-
causethe dir ect connection is unidir ectional. Should one want a bidir ectional peerto peercom-
munication, he hasto program it explicitly so that, upon accepting a dir ect connection from a
node, also the other way dir ect connection is established (an example in X-KLAIM is shown in
[Bettini, 2003b]). If this control is not needed for dir ect connections, one can use the method
setDirectConnections(boole an) to automatically enable dir ect connections: these will be es-
tablished automatically the rst time a messagehasto be delivered to a speci ¢ physical locality.
The environment of a node can be dynamically modi ed using the following two methods:

void bindloc(LogicalLocality I, PhysicalLocality pl) throws KlavaException;
void unbindloc(LogicalLocality Il) throws KlavaException;

Notice that NetNode also provides the method void addToEnv(String logLoc, String
phyLoc) for adding a mapping to the environment (described in Section 2.4.1),but this method
should be used only when initializing the node and can be called only by the subclassesof
NetNode On the contrary, bind and unbind can be called dynamically when the NetNodeis up
and running.

In this version of KLAVA newloc is a privileged action and hasthreevariants:

PhysicalLocality newloc() throws KlavaException;
PhysicalLocality newloc(NodeCoordinator P)throws KlavaException;
PhysicalLocality newloc(NodeCoordinator P, int port, String classname throws KlavaException;

The rst variant simply returns the physical locality of the newly created node. The second vari-
ant also takes as argument a node coordinator to be installed in the newly created node: since
newloc does not automatically logs the new created node in the net of the creating node, this
secondvariant allows to install a node coordinator in the new node that can perform this action
(or other privileged actions). As explained in Section2.5,this is the only way of installing a node
coordinator on another node, since node coordinators, due to security reasonscannot be sent for
evaluation to another node. The thir d variant of newloc takestwo additional arguments: the port
number where the new node is going to be listening, and the name of the Javaclassto be used for
instantiating the new node. Notice that the port humber also determines the physical locality of
the newly created node, sincethe IP addresswill be the sameof the creator node.

As hinted before, the physical locality of a node is made of the IP addressand a port num-
ber. This port number identi es the port where the node installs a Java ServerSocket listen-
ing for incoming connection requests. This is managed by a concurrent thread in the node, a
ConnRegHandler The connection requestshave to follow a protocol that is quite simple: once
ConnRegHandlerreceivesa connection request, it reads a string from the connecting client that
identi es the kind of connection that is being established (e.g., login, subscribe, etc.); if there is
a node coordinator registered in the node for that speci ¢ connection type, ConnReqHandlerdel-
egatesthe management of that requestdir ectly to that node coordinator, and keeps on listening
for other incoming connection requests. Otherwise the connection is simply refused. A snippet of
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public void run() f
while (true) f
Socketsocket = serversocketaccep();

ObjectinputStream objlStream = new ObjectinputStream(socketgetinputStream()) ;
ObjectOutputStream objOStream = new ObjectOutputStream(socket.getOutputStream()) ;

I/ readprotocolidenti cation string
Object next_token = objlStream.readObject();
boolean handled _protocol = false;
if (next_token instanceof String) f
TupleSpacets = proto_table.handle_protocol((String) next_token);
if (ts!'=null)f
Tuple tuple = new Tuple(socket, objlStream, objOStream);
ts.out(tuple);
handled _protocol = true;
g
g

if (! handled _protocol)
socketclose();

Listing 2.1: The method run of ConnRegHandler

such codeis shown in Listing 2.1.Notice that internal tuple spacesare used for synchronizing the
ConnRegHandlerand the node coordinators listening for speci ¢ requests.We used this technique
often, becauseatuple spaceimplements the basicfunctionalities for interpr ocesscommunication.

The rest of the connection protocol is left to the node coordinator in charge of that request.
Each protocol will require a different exchange of messages,e.g., a client that uses subscribe
will have to provide the logical locality with which it wants to becomepart of the net, while for
a login no logical locality is needed, but only the port number. The IP addresshas not to be
communicated by the client: the server can automatically retrieve it from the socket, but the port
hasto be explicitly provided, becauseit is the one where the main ServerSocket of the client is
opened, and it is not the samewith which it opened the socketto the server.

2.4.3 Locality Resolution

The hierarchical KLAIM model is also characterized by the way logical localities are resolved: in
order to evaluate locality names,whenever s; is logged in sp, if alocality cannot be resolved by
just using the allocation environment of s;, then the allocation environment of s, (and possibly
that of nodes to which s, is logged in) is also inspected. Thus, in order to nd the mapping
for alocality, allocation environments of nodes in this hierarchy are inspected from the bottom
upwards. In particular, when a node is not able to solve a logical locality, it basically sends a
messageto the gateway it is connected to and waits for the answer; the gateway in turns may
have to rely on its own gateway if it cannot solve it itself. The whole operation fails when a node
in the hierarchy is not able to solve alogical locality and it is not connectedto any gateway.

In particular, in this implementation of KLAVA, we only considered nets structured as trees
the model described in [Bettini etal., 2002a]allows also graphs(actually, dir ected acyclic graphs).
The choice of considering only tree structur es makes the overall system simpler and does not
raise issues such as “which way to chose for resolving a name, when a node is connected to
more than one server?”. A futur e enhancementof KLAVA could be that of dealing alsowith these
more complex hierarchical structures, possibly by providing the programmer with customizable
policies for choosing the resolution path.

Gateways are essentialfor communication: apart from dir ectconnections,two nodesare guar-
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anteed to interact only if there exists a node that actsas gateway for both. In order to implement
this in an ef cient way, a gateway hasto keep track of all the nodes that are connectedto it, and
recursively of all the nodes for which its connected nodes act, in turn, as gateway. Thus when
a server node acceptsanother node in its own subnet, it propagatesthe physical locality of the
new client to the gateway it is connectedto (if there is one). This propagation mechanism allows
the hierarchy to be up-to-date; of course disconnections have to be propagated as well. Notice
however that propagations always take place from the client to the server, and never the other
way round.

2.5 Processes& Node Coordinators

Processesare the basic computational units. The class KlavaProcess is an abstract class that
must be specialized to createprocessesThe derived classesmust implement the method execute
declared asfollows:

abstract public void executg)) throws KlavaException

This method will beinvoked when aprocessis executed (just like run for threads). A processmust
be executed within a node, which will be its executionenvironment KlavaProcess also offers all
the methods to accesstuple spaces;these methods transparently call the corresponding methods
of the classNetNode

In the new hierarchical model of KLAIM, a new category of processess intr oduced that, apart
from the standard operations, can also perform the privileged actions dealing with node con-
nectivity implemented by the methods presentedin Section2.4.2. For these privileged processes
KLAVA provides a subclassof the classKlavaProcess , namely NodeCoordinator . As required by
the model, due to security reasons,node coordinators cannot migrate, and cannot be part of a tu-
ple. Of course,in order to guarantee better programmability , this rule is slightly relaxed: a node
coordinator can perform the eval of a node coordinator, provided that the destination is self .

Sinceprocessesand node coordinators have to forwar d the KLAIM actionsto the node they are
currently executing on, they need to store a referencesuch node. In order to forcethe distinction
between standard processeqthat canonly perform alimited number of actions) and node coordi-
nators (that can also executeprivileged actions), the referenceis indeed areferenceto a proxythat
hasareduced interface when it is stored inside a standard process:a NodeProxyis stored inside a
standard process,while a“mor e powerful” NetNodeProxyis stored in a node coordinator. Notice
that since a proxy, and not a dir ect referenceto the actual node, is stored, the processcannot call
a method that is not allowed to call, since the proxy itself does not provide it: misuses,thanks to
the dif ferent interfaces of proxies, are caught at compile time.

A number of standard node coordinators is supplied by KLAvA, that simply perform the
connection actions, such as, LoginNodeCoordinator , SubscribeNodeCoordinator , etc., and
that performs the corresponding complementary actions, such as, AcceptNodeCoordinator ,
RegisterNodeCoordinator , etc. In particular the old KLAVA classesNode and Net are still
supplied in the framework, implemented as subclassesof NetNode that simply execute a
LoginNodeCoordinator and an AcceptNodeCoordinator , respectively. In the classNet such coor-
dinator executesan in nite loop, always accepting new login requests. This also enablesthe old
KLAVA applications to seamlesslyscaleto the new hierarchical model.

3 Code mobility in KLAvA

In KLAVA, processescan be sent as part of a messageand executed at the destination site, where
however their Javaclasses,.e., their code, may be unknown. It might then be necessaryto make
such code available for execution at remote hosts;this canbe done basically in two dif ferent ways:

automaticapproach: the classesneeded by a processare collected and deliver ed together
with the process;
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on-demandapproach: when a Javaclassis needed by the remote computer that received a
processfor execution, it is requestedto the server that did sendthe process.

We follow the automatic approach becauseit complies better with the mobile agent paradigm:
during amigration, an agenttakeswith it all the information that it may need for later executions.
The drawback of this approach is that code that may never be used by the mobile agent or that
is already provided by the remote site is also shipped. However, our choice has the advantage
of simplifying the handling of disconnectedperationgPark & Reichl, 1998]:the agent owner does
not have to stay connected after sending the agent and can connectlater just to checkwhether his
agent has terminated. This may not be possible with the on-demand approach: the server that
sentthe processmust always be on-line in order to provide the classesneeded by remote hosts.

Therefore,aprocessmust be sentalong with its classbinary code,and with the classcode of all
the objectsthe processuses.Obviously, only the code of user de ned classeshasto be sent,asthe
other code (e.g.,Javaand Klava classes)is common to every KLAVA application. This guarantees
that classesbelonging to java sub-packagesare not loaded from other sources (especially, the
network); this would be very dangerous, since, in general, such classeshave many more access
privileges.

All the nodes that are willing to accept remote processes(due to security issues, a node
may refuse accepting remote processesfor execution) must have a custom classloader a
NodeClassLoader supplied by the KLAVA package. When a processis received from the net-
work, before using it, the node must add the classbinary data (received along with the process)
to its classloader's table. During processexecution, whenever a classcode is needed, if the class
loader doesnot nd the codein the local packages,then it can nd it in its own local table of class
binary data.

The names of user de ned classescan be retrieved by means of classintr ospection (JavaRe-
ection API). Justbefore dispatching a processto a remote site, a recursive procedure is called for
collecting all classesthat are used by the processwhen declaring: data members, objectsreturned
by or passedto amethod/constr uctor, exceptionsthrown by methods, inner classesthe interfaces
implemented by its class,the baseclassof its class.

This procedure is implemented by some methods of the classKlavaProcess presentedin List-
ing 3.1and 3.2in asimplied form. Notice that this procedure recursively calls itself. Mutual
dependenciesare handled by checking whether a classhas already been collected; thus a classis
never inspected more than once.

When extending KlavaProcess, there is an important detail to know in order to avoid run-
time errors that would take place at remote sitesand would be very hard to discover: JavaRe ec-
tion API is unable to inspect local variables of methods. This implies that if a processusesa class
only to declare a variable in a method, this classwill not be collected and thus, when the process
executesthat method on a remote site, a ClassNotFoundException may be thrown. This limita-
tion is due to the speci ¢ implementation of JavaRe ection API, but it can be easily dealt with,
once the programmer is aware of the problem. The programmer can explicitly add a classto the
collection by calling the method addUsedClassin Listing 3.2; all the details of code marshaling
are still handled by KLAVA and are transparent to the programmer. The X-KLAIM compiler will
generatecode for processesn such away that all the classesused by the processwill successfully
be collected by KLAVA.

Once these classnames are collected, their byte code is gathered in the rst node from which
the processwas sent, and packed along with the processin a KlavaProcessPacket object. No-
tice that the process(its variables) is written in an array of bytes and not in a eld of type
KlavaProcess . This is necessarybecauseotherwise, when the packet is received at the remote
site and read from the stream, the processwould be deserialized and an error would be raised
when any of its speci ¢ classesis needed (indeed, the classis in the packet but has not yet been
read). Instead, by using our representation, we have that, rst, the byte code of processclassesis
read from the packet and stored in the classloader table of the receiving node; then, the processis
read from the byte array; when processclassesare needed, the classloader nds them in its own
table. Thus, when a node receivesa process,after lling in the classloader's table, it can simply
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protected void getUsedClasses(Classc) f
if (c==null jj ! addUsedClasg c))
return ;

Field[] elds = c.getDeclaredFields();

Constructor|[] constructors = c.getDeclaredConstructors() ;
Method[] methods = c.getDeclaredMethods() ;

inti;

for(i=0;i< elds.length ;i++)
getUsedClasses(elds[i]. getType());

for (i =0;i < constructors.length ;i++ ) f
getUsedClasses(constructors[i].getParameterTypes() ) ;
getUsedClasses(constructors[i].getExceptionTypes() ) ;

g

for (i =0;i< methods.length; i++ ) f
getUsedClasses(methods][i].getReturnType() ) ;
getUsedClasses(methods]i].getParameterTypes() ) ;
getUsedClasses(methods]i].getExceptionTypes() ) ;

g

getUsedClasses(c.getDeclaredClasses()) ;
getUsedClasses(c.getSuperclass()) ;
getUsedClasses(c.getinterfacey) ) ;

g

protected void getUsedClasses(Class[] classes) f
for (int i =0;i < classes.length; ++i)
getUsedClasseg(classes]i]);
g

Listing 3.1: The methods to collect the classesused by a process

protected boolean addUsedClasy Classclass\ar ) f
String className= class\ar.getName() ;
if (isUsefulClass( className) && ! usedClasses.containsKey className) ) f
usedClasses.put(className,getClassBytes(className) ) ;
return true ;

g
return false ;

g

nal protected boolean isUsefulClass( String className) f

boolean result ;

result =
(className.equals("void" ) jj classNameequals("int" ) jj classNameequals("char " ) jj
/I ... the samdor everybasdype...
classNamestartsWith ("java ." ) jj classNamestartsWith("Klava." )

return (! result) ;
g

Listing 3.2: The methods to collect the classesused by a process(continued)
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deserialize the process,without any need of explicit instantiation. The point here is that classes
are always stored in the classloader's table, but they are linked (i.e., actually loaded) on-demand.

The byte code of the classesused by a migrating processis retrieved by the method
getClassBytes of the classloader (as shown in Listing 3.2): at the node from where the pro-
cessis rst sent, the byte code is retrieved from the local le system, but when a processat a
remote site hasto be sentto another remote site, the byte code for its classesis obtained from the
classloader's table of the node. This strategy, for sending and receiving code, is similar to a page
on-demandnechanismin an operating system: rst the classloader table is lled in with the code
for all the classesthat a remote processmay need, then, when a classis needed, the classloader
canload the classhy taking the code from its table.

According to the requirements made on the run-time support, code mobility may also be clas-
sied asfollows [Cugola etal., 1997;Hohlfeld & Yee,1998]:

weakmobility: code coming from a dif ferent site can be dynamically linked;

strongmobility: a thread can move its code and execution stateto a dif ferent site and resume
its execution on arrival;

full mobility: in addition to strong mobility , the whole state of the running program is moved,
and this includes all threads' stacks, namespaces(e.g.,l/O descriptors, le-system names)
and other resources,so that migration is completely transparent.

Full mobility can be considered orthogonal to mobile agents and requires a strong support
from the operating system layer. Strong mobility is the notion of mobility that best ts in with
the classical concept of mobile agent: the execution state of a migrating agent is suspended, and
its stack and program counter are sent to the destination site, together with the relevant data;
at the destination site, the stack of the agent is reconstructed and the program counter is set
appropriately, i.e., to the rst instruction after the migration action. Instead, weak mobility does
not meet the intuitive idea of mobile agent, becauseautomatic resumption of execution thread is
one of the main featuresof mobile agents(it exalts their autonomy).

As for the kind of mobility supplied by our framework, KLAVA only provides weakmobility.
In general, all those systemsbasedon Java,implement only weak mobility; this is due to the fact
that Javadoes not permit dynamic inspection of the byte code stack and this makesimpossible to
save the execution state for later use. For this reason,also KLavA canonly supply weakmobility
of agents. X-KLAIM supports strong mobility via a preprocessing performed by the compiler
[Bettini & De Nicola, 2001].

In addition to agent mobility , KLAVA also permits moving single parts of code: a single class
canbe sentto aremote site by building agenericwrapper for it, which implements the Tupleltem
interface, asin the following example:

classKCode implements Tupleltem f
protected byte[] code;
public KCode(String classnamé f...g
public Classgetclasq)f..g
/I implementatiorof methodf Tuplelteminterface

g
The constructor takesthe name of the classand storesits byte codein the eld code (e.g.,by using
the method getClassBytes asin Listing 3.2). In this way a classcan be sentto a remote site as
follows:

out( new KCode("mypackage.myclass"), | );

At the remote site this classcan be retrieved with the following instructions (get_class will in-
teract with the local classloader and createa Class object):

18



KCode kcode = new KCode(); // formal
in( kcode, self);
Classc = kcode.get clasy);

The on-demand approach to agent mobility can be implemented by exploiting single class
mobility: agentsare sentwithout their classesithen, at the remote site, when a classfor an agent
is needed it can be obtained by using a communication protocol exploiting the previous class
KCode

Downloading code from the net exposesthe executing machine to security risks: the down-
loaded code could executedangerous operations (maliciously or due to programming errors) that
may tamper other processesr the overall system. To cope with this problem, we implemented a
KlavaSecurityManager that, if activated by the node, doesnot allow processesdownloaded from
the net or sent by remote nodes to execute operations on critical system resources. Implementa-
tions of further security mechanismsthat rely on the new Javasecurity model [Gong, 1999].

In Section 6 we presentan extension of KLAVA with cryptographic primitives for encrypting
and decrypting tuple elds and the original Linda operations have been extended for handling
encrypted data. The extended framework allows mobile agents,which are not supposed to carry
private keyswith them when migrating, to collect encrypted data while executing on remote sites,
and decrypt them safely when back at the home site.

Finally, for what concernsapplication safety, KLAVA doesnot provide dir ectsupport for saving
processesand mobile agentsinto external memory in order to deal with nodes' shutdown and
reboot. Safety can be recovered by explicitly programming serialization of components of a node
(tuple space,processesegtc.).

4 Three Example Applications

In this section we presentthree programming examples that rely on mobility and distribution.

The rst example concernsa newsgatheer that exploits mobile agentsfor retrieving information

on remote sites; the second example implements a loadbalancingsystemthat dynamically redis-
tributes mobile code among several processors;the last example is a simplied chatsystem The
main purposes of these examples, whose core implementation parts are reported in some code
snippets throughout the following sections,is showing that, by using KLAvA, dealing with mo-
bility and communications among distributed processesoils down to a few method calls, since
KLAvA takescare of all the low level details of code mobility and distributed synchronization. In
the rst two exampleswe do not show the login phase,sinceit is not relevant in those contexts.
Instead, in the chat system example, we show the subscription phase.

4.1 A news gatherer

In this section we show how to program in KLAVA a newsgatheerthat relies on mobile agentsfor
retrieving information on remote sites. We assumethat some data is distributed over the nodes
of a KLAVA net and that each node either contains the information we are searching for, or the
locality of the next node to visit in the net (Figure 3 depicts the overall architecture of the system).
A slightly dif ferent version of this scenariois implemented in X-KLAIM in [Bettini, 2003b].

The implementation in KLAVA is reported in Listing 4.1. The agent NewsGathegr usesa time-
out to testfor the presenceof the tuple containing the information: if this is not found within two
seconds, the locality of the next node to visit is retrieved and a new instance of the agentis re-
motely spawned there by meansof an eval. If the information is found, the agent communicates
the result to its owner and terminates.

By using KLAVA, to spawn anew processto aremote site, it suf ces to justinvoke eval with the
appropriate arguments: the underlying system will take care of serializing the processthrough
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Figure 3: News gatherer (ng is the news gatherer agent)

class NewsGatherer extends KlavaProcessf
protected KString itemVal ;
protected KString item ;
protected Locality retLoc;

public NewsGatherer( KString item, Locality retLoc) f
this .item = item ;
this .retLoc = retLoc;

9

public void execute() throws KlavaException f
itemVal = new KString() ;
Print("Searching for ", item);
try f
read( item, itemVal, self, 2000) ;
Print("Found Item!" ,itemVal);
out( itemVal, retLoc) ;
g catch (KlavaTimeOutException e) f
Locality nextLoc = new PhysicalLocality () ;
read( item, nextLoc, self) ;
Print( "Found next locality" , nextLoc);
eval( new NewsGatherer(item, retLoc ), nextLoc) ;
g
9
g

Listing 4.1: KLAVA implementation of the news gatherer
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Screenshot 4.1 A news gatherer agent visiting threenodes
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Figure 4: Load Balancing System

the network together with the code of all its classesand the values of its elds. Screenshot4.1
shows an agentthat visits threenodes before nding the wanted information.

4.2 Load balancing

In this second scenario, we suppose that remote clients send processedor execution to a server
node that distributes the received processesamong a group of processorsby using, eachtime, the
(estimated) idlest one (Figure 4). This is determined by using the LeakyBucketof Creditspattern
[Adams etal.,, 1996]:when entering the net managed by the load balancing server, eachprocessor
sendsa number of “credits” to the server (this number correspondsto the processoravailability
to perform computations on behalf of the server); the server stores the number of credits in a
database and, when needed, it choosesthe processorwith the highest number of credits and
decreasesthis number. The server may exhaust all credits; in that caseit waits until it is noti ed
that new credits have arrived.

When a processorreceivesa process,it immediately starts executing the process(in a paral-
lel thread) and sends a credit back to the server (represented by the locality processorServer ).
Indeed, the Leaky Bucket Of Credits pattern is basedon the heuristic that if a processoris busy,
it cannot send a credit back, or at least it does not send a credit immediately. This behavior is
implemented by the code fragment in Listing 4.2 that shows the processin the processornode
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class ExecutorProcessextends KlavaProcessf

public void execute() throws KlavaException f
KString execute= new KString("EXECUTYH ;
KlavaProcess\ar P ;

KString credit = new KString ("CREDIT) ;

while (true) f
P = new KlavaProcess\ar() ;
in( execute P, self) ;
eval( P, self) ;
out( credit, processorServer) ;

g

g
g

Listing 4.2: The ExecutorProcess

class ProcSchedulerextends KlavaProcessf
protected Hashtable processors;

public ProcScheduler(Hashtable tab ) f
processors=tab ;

g

public void execute) throws KlavaException f
KString execute= new KString( "EXECUTE) ;
KlavaProcess\ar P ;

Locality loc ;

while (true ) f
Tuple t = new Tuple( execute P) ;
in(t, self);
loc = getHighestCredit() ;
out( t,loc);

g

g
g

Listing 4.3: The ProcScheduler

taking care of receiving the processedo be executed. This processsimply waits for atuple of the
form ("EXECUTE", P), where Pis a formal obtained by creating a brand new KlavaProcessVar ,
and, by means of eval, spawns the received processfor execution at the current site. A credit is
sentto the server by meansof out.

The server executesa ProcScheduler processthat, as shown in Listing 4.3, whenever it re-
ceives a processsent by a client, delivers the received processto the idlest processor The ta-
ble processors is passedto the constructor of the scheduler processand it is updated by an-
other concurrent process(not shown here) that receivestuples of the form ("CREDIT") from
the processornodes. The locality to which the processcan be sentis computed by the method
getHighestCredit (also not shown here) that, in caseall credits for all processorsare exhausted,
will block the execution of the ProcScheduler until new credits arrive.

We would like to point out that the main structure of the application is representedby these
few operations that, nonetheless, permit processsharing in a distributed environment. Screen-
shot 4.2shows a ProcessorServer and threeProcessorNodes.

In KLAVA, the main computational unit is representedby a KlavaProcess, so a processis as-
signed to a processorasawhole and oncefor all: no further load balancing is performed after this
assignment. Further decompositions and assignmentswould requirethat the framework supplies
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Screenshot 4.2 A ProcessorServer and threeProcessorNodes
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means for strong mobility (seeSection 3) and for objectivemobility [Cardelli & Gordon, 1998](the
processdoes not migrate autonomously, but it is moved by the execution environment), which
Javadoes not supply. However, even with this limitation, this architecture can still be employed
in client-server baseddistributed systems,where the server hasto balancethe number of connec-
tions and communications among severalnodesit manages:the client issuesa connection request
to the server that then picks a node and chargesit with the task of interacting with that client.

Let us observe that a processhas to be deliver ed to the server by means of an out, since eval
would automatically starts the execution of the processat the destination node, and thus there
would beno easyway of redirecting such processto a speci ¢ processor In the previous versions
of KLAVA the closure of such processwould have been actually delivered, due to the automatic
evaluation mechanism, and thus, the processwould have not been able to accessthe actual ex-
ecuting site by means of self (that would be bounded to the starting client site). This shows
that the removal of this automatic evaluation mechanism in the new version of KLAVA makes
programming thesekinds of application much easier.

The overall architecture of this load balancing system is based on a pushmodel, in that the
server delivers the processesto be executed to a chosen processornode. An alternative imple-
mentation could be basedon a pull model: a processornode, when idle, asksthe server for a pro-
cessto be executed. This architecture can be employed to develop systemssimilar to SETI@home
[Korpela etal., 2001]that usesinternet-connected computers in the Seachfor Extraterrestrial Intel-
ligence(SETI): usersthat want to help the project caninstall this software that downloads data to
be analyzed from the server when the computer is idle (for instance when the screensaver starts).

4.3 A chat system

The chat system we presentin this sectionis simpli ed, but it implements the basicfeaturesthat
are presentin several chat systems. Though this example does not deal with mobile code, it
shows how to use KLAVA to implement distributed applications that can communicate through
distributed and located tuple spaces.An X-KLAIM version of this chat systemis presentedin [Bet-
tini, 2003b]and in Section 6.2 a version of the KLAVA chat system is implemented by exploiting
cryptography primitives.

The system consistsof a ChatServer and many ChatClient s. A client that wants to enter the
chat must subscribe at the chat server. The server must keep track of all the registered clients and,
when aclient sendsa message the server hasto deliver the messageto every connectedclient. If
the messageis a private one, it will be delivered only to the clients in the list speci ed along with
the message.

The class ChatServer derives from the class NetNodeand executestwo node coordinators,

23



public void handle_subscriptions() f public void handle_unsubscriptions () f

while (true) f while (true) f
LogicalLocality nickname = new LogicalLocality (); LogicalLocality nickname = new LogicalLocality ();
PhysicalLocality clientloc = new PhysicalLocality (); PhysicalLocality clientloc = new PhysicalLocality ();
register(clientloc, nickname); disconnected(clientloc, nickname);
addClient (nickname, clientloc); removeClient(nickname, clientloc);
g g
g g

Listing 4.4: Implementations of two node coordinators in the chat server that manage, respec-
tively, clients entering and exiting from the chat.

public void handleOUT( NodeMessagemessage) f
if ( message.Contentinstanceof Tuple ) f
Tuple t = (Tuple) messageContent ;
if (t.getltem(0)instanceof KString ) f
KString command = (KString)t.getlitem (0) ;
if (command.equals("MESSAGIE) f
broadcastmessageCode(KString)t.getltem (1), message.Souce) ;
gelseif (command.equals('PERSONA)) f
broadcast(personalCode, (KVector)t.getltem(1), (KString) t.getltem(2), messageSource);
999

Listing 4.5:Rede nition of method handleOUT

whose main code is shown in Listing 4.4, that manage the new subscriptions to the chat and
the corresponding clients leaving the chat, by using the methods register and disconnected
explained in Section2.4.2. The internal methods addClient and removeClient , not shown here,
also take care of notifying all the connected clients that a new client entered the chat or that an
existing client left the chat.

ChatServer rede nes handleOUT a protected method in class NetNodg that is called when
a node performs an out to this node, as shown in Listing 4.5. The rst eld of the tuples that
are handled by the server is the command that the client wishes to perform, i.e., in this simple
version, sending a messageeither to everyone currently in the chat, or only to a list of people.
The remaining elds depend on the content of the rst eld. Tuples having adifferent format are
not handled and, hence, are implicitly discarded. The advantage of our approach with respect
to an alternative one based on dynamic creation of handler processesfor tuples, is that we can
implement reactiongCabri etal., 1998]against the presenceof some speci ¢ tuples.

The ChatClient node enters the chat by using the method subscribe (Section2.4.2). The log-
ical locality with which it issuesthe requestfor entering the chat will be used by the chat server
as the client's nickname the client will be visible to the other clients with this nickname. After
succeeding in entering the chat, the ChatClient , continuously gets tuples containing messages
delivered by the server and displays the messageson the user graphical interface. All these op-
erations are performed by a node coordinator executing on the ChatClient whose main code is
shown in Listing 4.6. Messagesissued by the server aim at keeping a client up-to-date about new
clients entering the chat or existing clients leaving the chat. Notice that upon subscription the chat
server provides the new client with all the nicknames of the existing clients in the chat system.

When a user enters a messagethat has to be sent, the graphical interface will send the mes-
sageto the chat server, as shown in Listing 4.7. Screenshot 4.3 shows three ChatClient s. We
remark that both the server and the clients are relieved from the details of sending and retrieving
messagedo and from the network: they usetuples and the operations supplied by KLAVA.

5 Performance Assessment

In this section we touch upon performance issues of the Klava package. In particular, we will
concentrate on those issuesrelated to accessing(local/r emote) tuple spacesand those related to
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public void executg() throws KlavaException f

if (subscribe(chatServer,name)) f

KVector allClients = new KVector() ;

in( allClients, self) ;

frame.FillList( allClients ) ;
frame.AddText("Entered Chat!" ) ;
gelsef

Print("Registration  Failed!" );

return ;

g

while (true ) f

KString messageCode= new KString() ;

KString message= new KString() ;

LogicalLocality from = new LogicalLocality () ;

in( messageCode message from, self) ;

if (messageCode.equal§'MESSAGE) f
frame.AddText( ...) ; // showthemessage

gelseif ( messageCodeequals('PERSONA)) f
frame.AddText( ...) ; // showthepersonamessage

gelseif ( messageCodeequals('ENTERED ) f
frame.AddText("--- " + message+" entered chat");
frame.AddName( messagetoString() ) ;

gelseif ( messageCodeequals('LEFT")) f
frame.AddText("--- " + message+" left" );
frame.RemoveName( message.toString()) ;

g

9
g

Listing 4.6: The method execute of the node coordinator executing on the ChatClient .
logical locality nameand the locality of the server, chatServerare provided by the end user.

The

public void sendString( String s) f
String[] clients = frame.GetSelectedNamesg) ;
if (clients.length > 0) f
KVector names= new KVector();
for (int i =0;i < clients.length ;i++)
names.addElement(new KString( clients[i] ) ) ;
out(new KString(" PERSONA),'hames, new KString(s), chatServer) ;
gelse
out(new KString(" MESSAGEhew KString(s), chatServer);

g

Listing 4.7:Sending a messageto the server
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Screenshot 4.3ChatClient nodes
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code mobility .

In the current implementation, atuple spaceis implemented by storing its tuples in a Vector
object. The search for matching tuples is performed sequentially, thus the average cost for re-
trieving amatching tuple is linear in the number of stored tuples. However, the classTupleSpace
abstractsfrom the speci c internal representation of the tuple space,thus alternative implemen-
tations can be plugged in by simply implementing specialized subclassesof TupleSpace. For
instance, the following alternative implementations could be adopted that are basedon:

Hashtables the hash code of a tuple canbe computed by smartly composing the hash code
of single tuple items;

Trees tuples are stored in a search tree, and are indexed according to types and values of
their items;

DBMS: the tuple spaceactsasawrapper for a databasewhere tuples are stored in a speci c
format. The matching algorithm canretrieve tuples by meansof SQL queries or of aricher
query language. Indeed, in [lanett, 2002], an extension of KLAVA has been developed for
storing tuples in a databasethat can be queried through the TQL query language [Conforti
etal., 2002].

Mor e elaborated techniques, such as those based on ngerprints and summaries presentedin
[Vitek etal., 2001],can also be employed.

When performing remote retrieval operations, such as, e.g., a read requestto a remote site,
the remote tuple spaceis inspected by a thread executing at the remote site. Thus, apart from the
communication costof the remote requestand response,the cost of inspection of a remote tuple
spaceis the sameasthat of alocal retrieval.

Inserting atuple in the local tuple spaceconsistsin storing areferenceto the tuple in aVector .
Obviously, this operation takes place in a synchonizedway; this is necessarybecausemany pro-
cessesmay try to concurrently accessthe sametuple space. When inserting a tuple in a remote
tuple space,the tuple is sentin a serialized form. Buffering is applied during this operation, so
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that the serialization does not interleave heavily with the network communications. Thus, the
overhead of interacting with atuple spaceis kept to the minimum, and basically does not in u-
encethe overall performance of the system.

The costin time of processmigration depends on:

the time for collecting, through JavaRe ection, the classesused by the process(recall that
KLAVA relieson the “automatic approach”, thus the migrating processcarries also the byte
code of the classesit uses),

the time for delivering the serialized state of the processand the contents of the class les.

As explained in Section 3, the (default) choice of sending a processalong with its code renders
mobile processesnore autonomous and independent of the originating site. Mor eover, it makes
processmigration an atomic operation, dif ferently from the on-demand approachthat always re-
quires a connection with the home site. However, one can disable the automatic collection and
transmission of code for a mobile processby calling the method setDeliverCode(boolean) of
class KlavaProcess . This disabling is reasonablewhen it is known that (the same version of)
the needed code is already installed at every site visited by the mobile process. The automatic
transmission of code can also be disabled when the connections are known to be solid and per-
manent: in this case,one can implement the on-demand approach either by using a low-level
remote classloading (e.g.,by using the JavaURLClassLoaderfunctionalities or the NetworkClass-
Loademresentedin [Bettini & Cappetta, 2001]),or by implementing a protocol using the KLAVA
communication model for exchanging code (seealso Section 3).

Notice, however, that a processusually doesnot use many classes(apart from the onesof the
standard packages,which are not moved anyway), hence, for most of the processesexchanged
among distributed nodes, there is basically no dif ferencewhether the code is shipped or not (in
thesetests every node had all the classesneeded by the processes).Thus, the way KLAVA deals
with code mobility does not lead to a great decreaseof performance.

An overhead imposed by the KLAvA framework includes the login (or subscription) phase
(Section2.4.2).However, this is not a frequent operation and it is common to distributed systems
whereresourcesare addressableby names(see,e.g.,JavaRMI Name Registry [Sun Micr osystems,
2002)). After this rst step, distributed nodes basically rely on socketsand the results of the tests
we executed show that there is no noticeable dif ference with respectto a standard client-server
socket based application. Obviously, KLAVA nodes that rely on dir ect communications perform
better than those that communicate using a gateway, but, as explained in Section 2.4.2, dir ect
communications cannot be used in some circumstances.

Finally, we would like to remark that issuesconcerning performance optimization are orthog-
onal to our prototype implementation. We refer the interestedreaderto, e.g.,[Jagannathan,1991;
Czajkowski & Zielihski, 1993;Kaxiras & Schoinas,1993;Rowstron & Wood, 1996;JamesB. Fen-
wick, 1998;De Nicola etal., 2000] that investigate the problem of optimizing various aspectsof
the Linda coordination model. We believe that most of these optimization techniques can be ex-
ploited alsoto improve KLAVA.

6 Privacy in Distributed Tuple Spaces

Sharing data over awide areanetwork suchasinternet, callsfor very strong security mechanisms.
Computers and data are exposed to eavesdropping and manipulations. Issuessuch as authenti-
cation authorizationand dataintegrity [Gollmann, 1999]are ampli ed. Dealing with theseissues
is even more important in the context of code mobility , where code or agents can be moved over
the dif ferent sites of a net. Malicious agentscould seriously damage hosts and compromise their
integrity , and may tamper and brainwash other agents. On the other hand, malicious hosts may
extract sensible data from agents, change their execution or modify their text [Yee, 1999;Sander
& Tschudin, 1998].
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The exibility of the shared tuple spacemodel opens possible security holes; it basically pro-
vides no accessprotection to the shared data. Indeed there is no way to determine the issuer of
an operation to the tuple spaceand thereis no way to protect data:

1. aprocessmay (possibly intentionally) retrieve/erase data that do not belong to it;

2. shared data can be easily modi ed and corrupted.

In spite of this, within the Linda basedapproaches,very little attention hasbeendevoted to pro-
tection and accesscontrol.

We have extended KLAVA [Bettini & De Nicola, 2003]with cryptography: classicallLinda op-
erations are extended for handling encrypted data. Primitives are also supplied for encrypting
and decrypting tuple contents. This ner granularity allows mobile agents(that are not supposed
to carry private keys with them when migrating) to collect encrypted data, while executing on
remote sites,and decrypt them safely when back at the home site. The proposed extension, while
targetedto KLAVA, is still general enough to be applied to similar frameworks using multiple dis-
tributed tuples spacespossibly dealing with mobility , such, e.g., [Picco etal., 1999;Arnold etal.,
1999; Ciancarini & Rossi, 1997]. Indeed, this extension representsa compromise between the
exibility and open nature of Linda and of mobile code, and the privacy of data in a distributed
context.

The basic idea is that a tuple may contain both clear text elds and encrypted elds. All
the encrypted elds of a specic tuple are encrypted with a single key. This choice simpli es
the overall design and does not harm usability of the system; it would be unusual that dif ferent
elds of the sametuple are encrypted with different keys. Encrypted elds completely hide the
encrypted contents that they embody: they even hide the type of the contents. This strengthens
the secrecy of data (it is not even possible to know the type of sensibleinformation).

In line with the open nature of the Linda model, our main intention is not to prohibit pro-
cessedo retrieve data belonging to other processesput to guarantee that these data be read and
modi ed only by entitled processes.A shared tuple spaceis basically a shared communication
channel: in such a channel information can be freely read and modi ed. Should atuple spacebe
isolated and accessibleonly by alimited number of local processessecurity issueswould not be
crucial; Indeed, also cryptography is not necessarywhen working with protected communication
channels.

At the sametime one of our aims is avoiding that wrong data be retrieved by mistake. Clear
text elds of atuple can be used asidenti ers for Itering tuples (asin the Linda philosophy),
but if a matching tuple contains encrypted elds, which a processis not able to decrypt, it is also
sensiblethat the tuple is put backin the tuple spaceif it was withdrawn with anin. Moreover, in
such cases,a processmay want to try to retrieve another matching tuple, possibly until the right
one is retrieved (i.e., atuple for which it hasthe appropriate decryption key), and to be blocked
until oneis available, in caseno such tuple is found.

Within our framework it is possible to

usetuple elds with encrypted data;
encrypt tuple elds with specic keys;
decrypt atuple with encrypted elds;

usevariants of the operations in and read (ink and readk) to atomically retrieve atuple and
decrypt its contents.

The modi ed versions of the retrieving operations, ink and readk, are basedon the following
procedure:

1. look for and possibly retrieve a matching tuple,

2. attempt a decryption of the encrypted elds of the retrieved tuple
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3. if the decryption fails:

(a) if the operation was an ink then put the retrieved tuple backin the tuple space,
(b) look for alternative matching tuples,

4. if all theseattempts fail, then block until another matching tuple is available.

Thus the programmer is relieved from the burden of executing all theseinternal tasks,and when
areadk or an ink operation succeedsit is guaranteed that the retrieved tuple has been correctly
decrypted. Basically the original Linda pattern matching mechanism is not modi ed: encrypted
elds are seenas ordinary elds that have the same type. It can be seenas an extended pat-
tern matching mechanism that, after the structural matching, also attempts to decrypt encrypted
elds.

In casemobile codeis used, the above approachmay be unsafe. Indeed, symmetric and asym-
metric key encryption techniques rely on the sectecy of the key (in asymmetric encryption the
private key must be kept secret). Thus, a fundamental requirement is that mobile code and mo-
bile agents must not carry private keys when migrating to a remote site?. This implies that the
above intr oduced operations ink and readk cannot be used by a mobile agent executing on a
remote site, becausethey would require carrying over a key for decryption.

For mobile agentsit is then necessaryto supply a ner grain retrieval mechanism. For this
reasonwe introduced also operations for the explicit decryption of tuples: a tuple, containing
encrypted elds, will beretrieved by amobile agentby meansof standard in and read operations
and no automatic decryption will be attempted. The actual decryption of the retrieved tuples can
take place when the agentis executing at the home site, where the key for decryption is available
and can be safely used. Typically a mobile agent system consistsof stationary agents,that do not
migrate, and mobile agentsthat visit other sites in the network, and, upon arrival at the home
site, can communicate with the stationary agents.

Thus the basicidea is that mobile agents collect encrypted data at remote sites and commu-
nicate these data to the stationary agents, which can safely decrypt their contents. Obviously, if
somedata areretrieved by mistake, it is up to the agentsto put it back on the site from where they
were withdrawn. This restriction of the protocol for fetching tuples is necessaryif one wants to
avoid running the risk of leaking private keys. Obviously, public keys can be safely transported
and communicated. By using public keys mobile agents are able to encrypt the data collected
along their itinerary . An example of a scenariowith mobile agentsdealing with encrypted tuples
is shown in Section6.2.

Notice that there is no guarantee that a “wr ong” tuple is put back: our framework addresses
privacy, not security, i.e., even if data can be stolen, still it cannot be read. Should this be not
acceptable,one should resort to a secure channel-basedcommunication model, and give up the
Linda shared tuple spacemodel. Indeed the functionalities of our framework are similar to the
one provided, e.g., by PGP [Zimmermann, 1995]that does not avoid e-mails be eavesdropped
and stolen, but their contents are still private sincethey are unreadablefor those that do not own
the right decryption key.

An alternative approach could be that of physically removing an encrypted tuple, retrieved
with anin, only when the home site of the agent that performed the in, noti es that the decryp-
tion has taken place successfully Such a “ghost” tuple would be restored if the decryption is
acknowledged to have failed or after a speci ¢ timeout expired. However, this approach makes
atuple's life time dependent on that of a mobile agent, which, by its own nature, is independent
and autonomous: agentswould be expected to accomplish their task within a speci c amount
of time. Moreover, inconsistencies could arise in casesuccessfuldecryption acknowledgments
arrive after the timeout hasexpired.

2«3oftwar e agents have no hopes of keeping cryptographic keys secret in arealistic, ef cient setting” [Yee,1999].
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6.1 Implementation

The extension of this package, CRYPTOKLAVA, provides the cryptography featuresdescribed in
the previous section. We have used the JavaCryptographyExtension(JCB [Sun Micr osystems,
2001],a set of packagesthat provide aframework and implementations for encryption, key gen-
eration and key agreement, and MessageAuthentication Code (MAC) algorithms. JCEde nes a
setof standard API, sothat dif ferent cryptography algorithms canbe plugged into a systemor an
application, without modifying the existing code. Keys and certi cates can be safely stored in a
Keystog an encrypted archive.

CRYPTOKLAVA is implemented asa subpackageof the packageKlava, namely Klava.crypto ,
sothat it is self-contained and does not affect the main package. In the restof this section we will
describe the main classesof the packageKlava.crypto ,implementing cryptographic features.

The class KCipher is introduced in order to handle formal and actual elds containing en-
crypted data (it follows the KLAVA convention that wrapper classesfor tuple items start with a
K). Basically it can be seenasa wrapper for standard KLAVA tuple elds. This classincludes the
following elds:

protected byte[] encltem;// encrypteddata
protected Objectref; // refeenceto therealtuple item
protected String alg; // enc decalgorithmtype

The reference ref will be null when the eld is aformal eld, or the eld has not yet been
decrypted. After retrieving a matching tuple, encltem will contain the encrypted data (that is
always stored and manipulated asan array of bytes). After the decryption, ref will refer to the
decrypted data. Conversely, upon creation of an actual eld, ref will contain the data to be
encrypted; after encryption, encltem will contain the encrypted data, while ref will be setto
null (so that the garbage collector can eventually erasesuch clear data also from the memory).
alg storesinformation about the algorithm used for encryption and decryption.

An actual encrypted tuple eld canbe createdby rstly creating astandard KLAVA tuple eld
(in the example a string) and then by passing such eld to an instance of classKCipher:

KString s= new KString("foo" );
KCipher ks = new KCipher(s);

Similarly the following code createsan encrypted string formal tuple eld 3:

KString s = new KString();
KCipher ks = new KCipher(s);

KCipher supplies methods enc and dec for respectively encrypting and decrypting data rep-
resented by the tuple eld. These methods receive, as parameter, the Key that has to be used
for encryption and decryption, and enc also acceptsthe speci cation of the algorithm. These
methods can be invoked only by the classesof the package.

The class Tuplex extends the standard KLAVA classTuple, in order to contain elds of class
KCipher, besides standard tuple elds; apart from providing methods for cryptographic primi-
tives, it also servesasa rst lter during matching: it will avoid that ordinary tuples (containing
only clear text data) be matched with encrypted tuples. Once tuple elds are inserted into a
Tuplex object,the KCipher elds canbe encrypted by means of the method encode. For instance,
the following code

KString ps = new KString("clear" );

KCipher ks = new KCipher(new KString("secret" ));
Tuplex t = new Tuplex();

t.add(ps); t.add(ks);

t.encode();

SWe recall that, in KLAVA, aformal eld is created by instantiating an objectfrom a KLAVA classfor tuple elds (such
asKString , Kinteger , etc.) through the default constructor.
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createsatuple wherethe rst eld is acleartext string, and the secondis a eld to be encrypted,
and then actually encrypts the KCipher eld by calling encode. Also encode can receive param-
eters specifying the key and the algorithm for the encryption; otherwise the default values are
used. encode basically calls the previously described method enc on every KCipher tuple eld,
thus ensuring that all encrypted elds within atuple rely on the samekey and algorithm.

As for the retrieval operation, this can be performed either with the new intr oduced opera-
tions, ink and readk, if they are executed on the local site

KString s= new KString();

KString sec= new KString();

KCipher ks = new KCipher(sec);
Tuplex t = new Tuplex();
t.add(s);t.add(ks);

ink(t, I);

Print("encrypted data is: " + sec);

or by rst retrieving the tuple and then manually decoding encrypted elds:

KString s = new KString();
KString sec= new KString();
KCipher ks = new KCipher(sec);
Tuplex t = new Tuplex();
t.add(s);t.add(ks);

in(t, 1);

t.decode();

Print("encrypted data is: " + sec);

Notice that in both casesreferencescontained in an encrypted eld (suchassec) areautomatically
updated during the decryption. The ink in the former example is performed at a remote site
but this does not mean that the key travels in the net: as explained in the previous section, the
matching mechanism is implicitly split into a retrieve phase (which takes place remotely) and a
decryption phase (which takesplace locally).

Operations ink and readk are provided as methods in the class KlavaProcessx , which ex-
tends the class KlavaProcess for standard processes(Section 2.5). KlavaProcessx also keeps
information about the KeyStore of the processand the default keys to be used for encryption and
decryption. Obviously these elds are transient so that they are not delivered together with
the process,should it migrate to a remote site. All these extended classesmake the extension of
KLAVA completely modular: no modi cation was made to the original KLAVA classes.

Finally, let us observethat, thanks to abstractions provided by the JCE,all the intr oduced op-
erations are independent of the speci ¢ cryptography mechanism, so both symmetric and asym-
metric encryption schemescan be employed.

6.2 Programming Examples

In this section we will presenttwo examplesimplemented using CRYPTOKLAVA: the rst oneis
a chat systemwhere some messagedravel encrypted, and the secondone is amodi cation of the
classical collecting-agent, where the mobile agent carries encrypted data that will be decrypted
by the owner of the agent at its local site. The rst example does not deal with mobile agents, but
it presentsthe new primitives in action in a distributed context.

An Encrypted Chat System

The chat system we presentin this section is a variant of the one implemented in KLAVA, pre-
sentedin Section4.3,with the addition of cryptography for private messages.

Messagesare normally delivered through the network as clear text, so they can be read by
everyone:
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an eavesdropper can inter cept the messagesand read their contents;

amisbehaving chat server can examine clients' messages.

Mor eover, the messagesmight also be modi ed sothat aclient believes he is receiving messages
from another client, while it would be reading messagesforged by a “man in the middle”.

While this is normally acceptable,due to the open nature of a chat system, nonethelessthere
could be situations when the privacy and integrity of messagesis a major concern; for instance
if two clients want to engage a private communication. This is a typical scenario where cryp-
tography can solve the problem of privacy (through encryption) and of integrity (through digital
signatures).

In this example we implement a chat server and a chat client, capable of handling private
encrypted messages:

when the client wants to send a private messageto a speci ¢ receiver, it encrypts the body
of the messagewith akey;

the server receivesthe messageand simply forwar ds it to the receiver;

the receiverwill receivethe messagewith the encrypted body and it can decrypt it with the
appropriate key.

Notice that clients that want to communicate privately must have agreed about the speci c key
to be used during the private messageexchange;this is de nitely the casewith symmetric keys.
As for public and private key encryption the receiver can simply useits private key, to decrypt a
messageencrypted with its own public key.

A private messageis representedby atuple with the following format:

("PERSONALX body> , <recipient , < sender)

where <recipient and < sender are,respectively, the locality of the client the messageis destined
to and the locality of the issuer of the message.Basically, when a client wants to send a message
with an encrypted body, it will have to perform the following steps:

Tuplex t = new Tuplex() ;

KCipher cryptMessage = new KCipher( message) ;
t.add( new KString( " PERSONALY";

t.add( cryptMessage) ;

t.add( selectedUser) ;

t.add( self) ;

t.encode();

out( t, server) ;

where messageis the actual messagebody.
The server handles encrypted messagesby retrieving them through the following actions (it
will deliver the tuple without the eld <recipient, which is uselessat this time):

KString message= new KString() ;

KCipher cryptMessage = new KCipher( message) ;
Locality to = new PhysicalLocality () ;

Locality from = new PhysicalLocality () ;

Tuplex t = new Tuplex() ;

t.add( new KString( "PERSONALY;

t.add( cryptMessage) ;

t.add(to);

t.add(from);

in( t, self);

and it delivers the messageto the recipient asfollows:

out( new Tuplex(new KString (" PERSONA).tryptMessage, from), to );
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Screenshot 6.1 A chat client is sending an encrypted messageto another chat user; the dialog
allows to insert the passphrasesfor the keystore and the key to use for the encryption.
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lore entered chat
betto entered chat
foo entered chat
_(Iore) helle everyone
I ]
massage | hi bette how are you todayd
OK! Cancel |
sarvar | EMTER, lord
OKI Cancel
T T

On the other hand, the receiver, which is always waiting for incoming messageswill read and
decrypt a message(in one atomic step), by meansof the operation ink :

KString message= new KString() ;

KCipher cryptMessage = new KCipher( message) ;
KString from = new KString() ;

Tuplex t = new Tuplex() ;

t.add( new KString( "PERSONAL) ;

t.add( cryptMessage) ;

t.add(from);

ink( t, self) ;

Print("Received message " + message;

Both the server and the clients executetheseoperations within the loop for handling incoming
messages.

In Screenshot6.1achat client, lore , is shown that is sending an encrypted private messageto
another chat user, betto . A dialog pops up to let the send choosethe key to use for encryption
(and the keystore where the key is stored). Screenshot 6.2 shows the recipient client: a similar
dialog pops up to communicate that he has just received an encrypted message;the key for de-
cryption must be chosen by the client according to the sender of the message. Finally the clear
text original messageis shown on the screen of the recipient.

A mobile agent exploiting encryption

This example relies on the well known scenario of a migrating agent visiting some sites and col-
lecting information on behalf of the owner. During its itinerary, the agent is exposedto attacks
from the sitesthemselves or from possible eavesdropping processeson other sites. The informa-
tion collected by the agent could be read and possibly modi ed by theseintr uders. Since this
information could be sensibledata, it is important that it is not accessibleby no one but the owner
of the agent and the agent itself.
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Screenshot 6.2 The recipient chat client is receiving an encrypted messageand decrypts it with
the appropriate key.
XH [BEE]

lava spplet wWindow
Decrypting: ( PERSONAL, [B@14d556e, lore )
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[ *******»I
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message |}

OK! Cancel

server | ENTER, bettd
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For this reasonthe agent will encrypt, with the public key of its owner, the data collected
during its itinerary, so that, even if eavesdropped, these cannot be read by intr uders. The agent
can safely travel with the public key, and the collected data, once the agent has safely come back
home, can be decrypted by the owner by means of his private key. Unfortunately this does not
come at no cost: it is awell-known problem (see,e.g.,[Yee, 1999])that the agentis not able to act
according to the information collected during its itinerary sinceit cannot decrypt data (it doesnot
hold the private key):

KString s1=new KString() ;

KString fStringl = new KString() ; // retrievecleartext data..
in(s1, fString1, self, 1000);

Tuplex txf1 = new Tuplex();

txfl.add(s1);

txf1.add(new KCipher(fStringl));

txfl.encodgmy _public key) ; // ... encryptit
collectedData.add(txf1) ;

if (!done)f

/... migrateto thenext site
gelsef

out(collectedData, owner) ;
g

Once the owner receivesthese data he cantry to decrypt them, oncethey are safely stored in
its local tuple space:

/I decryptthecollectedlatastoredin the
I thelocaltuple space

Tuplex txf2 = new Tuplex() ;
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while (true )f
KString s1= new KString() ;
txf2.add(s1);
KString fStringl = new KString() ;
KCipher k = new KCipher ( fStringl ) ;
txf2.add(k ) ;
if (readk_nb( txf2, self, 100)) f
out( "decoded", s1,fStringl, self) ;
txf2.resetOriginalTemplate();
gelsef
Print("All  possible data decoded');
break ;
g
g

In the previous code excerpt, readk_nb is the non-blocking version of readk (the processis not
blocked if no matching tuple is available); resetOriginalTemplate , which clearsthe tuple con-
tents without erasing its identity , bringing back the original formal elds of the original template,
allows to iterate through atuple space,without retrieving the sametuple twice (seeSection2.1).

Let us now consider a slightly different scenario: the sites visited by mobile agentswant to
be sure that information destined to speci c entities cannot be read by others. Even in this case
asymmetric encryption helps in solving this problem: the site encrypts data for a person A with
the public key of A. This way, even if a mobile agentis able to retrieve data that does not belong
to its owner, these data will be uselesssince they cannot be decrypted. The example we show
here implements this scenario: the mobile agent retrieves data according to a speci ¢ identi er
(represented here by the string s1). The data related to this identi er are encrypted. Once the
itinerary of the agentis over, the agent sendsall the collected data to its owner.

Tuplex txfl = new Tuplex() ;

KString s1=new KString("item1" ) ;
txfl.add(sl);

KString fStringl = new KString() ;
KCipher k = new KCipher( fStringl ) ;
txfl.add(k);

read(txfl, self) ;
collectedData.add(txf1) ;

if (!done)f

/... migrateto the nextsite
gelsef

out(collectedData, owner) ;

g
Notice that the previous agent, instead of reading data through the tuple

("item1" |, k)
could alsoreadwith the tuple
(!s,'k)

This way, it would be able to retrieve also data that is not pertinent with "item1" (possibly data
that do not belong to its owner). However the agent owner will not be able to decrypt tuples that
do not belong to him, since he does not own the keys for decrypting them.

Mor eover the type of encrypted data, for the sake of security and privacy, is hidden, so the
agent could also retrieve remotely encrypted tuples of the form (“item1" , 'k) where k does not
contain a string. In this case,at the owner site, such tuples would not be retrieved, since, during
anink or readk, oncean encrypted eld is decoded, its type is used for the actual matching.
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