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i Outline

= Motivations

= A Logic for Klaim

= Specifying Systems Properties
s Dealing with Open Nets

= On going work
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Spatial Properties

= A system is often composed of identifiable
subsystems.

= “A message is sent from Alice to Bob.”
= “The protocol is split between two participants.”
= “The virus attacks the server.”

= The above properties correspond to a spatial
arrangement of processes in different places.

= We look for a logic that allows us to specity and
verify these properties.
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i A Modal Logic for Klaim

s A variant of HML with recursion
where:

= Modal operators are indexed by label
predicates;

= State formulae specity the resource
distribution.
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i Formulae syntax

¢d = tt
Ltp@s
(A)¢ <= | gbel predicates
$1V P2

¢

K

VK.

_.—— State formula
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i Derivable operators

A

[Alp = =(A)~
b1 APy 2 =(—y V o)

UK. 2 —vK.—p|Kk /K]
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i Satisfaction relation

= AnetN |= <A>¢if and only if:
3a,6: (a,8) = AAN': N == N'.N' = {6}

= AnetN [=[A]¢if and only if:
Va,5:(a,8) E AVYN': N == N'.N' |= ¢{5}

= A net N satisfies t p@s, if there exists a tuple located
at s that satisfies tp

= The relations for other operators are the expected
ones
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i Label Predicates

s Describe the actual use of resources

s Express spatial properties

= Are defined in term of process and tuple
predicates
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i Label predicates (A, A, A,, ...

= Site references: sLou=u | ?u | s
= Basic label predicates: o Src(sl) Trg(sl)
= Abstract action predicates:

0(s1y,tp, slp) E(sl1,pp, sl2)
N(slq,—,sls)
I(slqy,tp,sly) R(slq,tp,s17)
= Operators: AlUAy, A1NAy; A1— A

R. De Nicola KlaimLogic@Global Computing 9



i Label predicates (interpretation)

= Site references are interpreted like set of
pairs <physical locality,substitution>:

S[ru] = (s, [s/u])ls € Sy S[u] =0 S[s] = 1(s,0)}
= Label predicates are intepreted like set of
pairs <transition-label,substitution>:

[0(s1y,tp,s1p)] =

{(0(s1,t,82);01-02)[(81;61) € S[[s11], (s2;82) € S[s1o]], t: tp}
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Describe:

m process intentions

m tuple patterns

tp o=
sp =
pp =

ap =

R. De Nicola

1¢ |1y | sp | [!X |pp | tp, tp
1s |s |u |1

1p |ap = pp |pPAPP | X

i(tp)@sp ‘

r(tp)@sp | o(tp)@sp ‘
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e(pp)@sp | n(

i Process and Tuple predicates
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i P&T Predicates (an example)

= The set of processes that:
= Read a locality name from a generic site;
= Spawn a process to the read locality:

i(lu)@1s — e(1p)@u — 1p
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P&T Predicates semantics (1)

= Let V be a set of variables;

s the relation —>Vis defined as follows:
= qact.P —y P if act does not bind variables in y

" Pl[Q—=yP PIQ—=yQ
P‘l—Q—)VP P‘I‘Q_)VQ

« If AKX, 5,5 Y P then A(P,7,8) - P[P/X,1/1,¢/3]
act

s The relation ? is defined as follows:

act

act.P—— P
N act

V

/ ,act
P—y P P'—=0Q
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i P&T Predicates semantics (2)

Pltp1, teod = {t1, t2|t1 € Plepil, t2 € Plepl}

Plo(tp)@sp] = {out(t)@l|t € Pltp], ¢ € Plspl}

/ / / / act
Plap — ppl] = {P|Fact, Q,ap’ : ap =4 ap’, act € Plap’], Q € Plpplar’/ap]], P >Q}
fv(ap — pp)

R. De Nicola KlaimLogic@Global Computing 14



i P& T Predicates semantics

Plitl=T Pliv] = ExpU {lx|x € Var} P[1s] = SU LocU {lu|u € VLoc}
Plu]l = {u} Pls1=1{s} PUI={l} Pltugd = {tur} PIXq] = {'X1}
Plte1, teal = {t1, t2|t1 € Pltpil, t2 € Plepal}

Pl1p] = Proc U {!X|X € Proc}

Pln(u)] = {(newloc(u')|u’' € VLoc}

Plo(tp)@sp] = {(out(t)@(|t € Pltpl, ¢ € Plspl}

Pli(tp)@sp] = {(in(t)@(|t € P[tp], ¢ € Plspl}

Plr(tp)@sp] = {(read(t)@(l|t € P[tp], ¢ € Plspl}

Ple(pp)@sp] = {eval(Q)@(|l € P[sp], Q € Plerl}

Plap — ppl = {P|3act,Q, ap’ »

ap =« ap’,act € Plap'], Q € Plep|ap’/ap]l, P -Q}
fv(ap — pp)

Pler1 A pp2] = Plep1l N Plep:l
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An example: A system for
i software update

= Applications are installed on a centralized
server, at which the clients subscribe.

= Upon subscription a client gets the most
recent release of the requested applications.

= The delivery of applications and new releases
is performed by mobile agents, that migrate
to the client's site.

= When the update agent arrives at the client's
site, the installation of the new release may
have to wait for approval by the client.
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i A system for software update

Client subscription

Client Server
Subscribe for “Appx”
(1)
(3) Agent for “Appx”

® | )
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i Software updating

Client

(7)
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Application update

Update Agent for “Appx”

(6)
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Client registration

RegisterApp(AppServer, MyLoc, AppName) =
newloc( PrivateLoc).
eval( RegisterAgent{MyLoc, PrivateLoc, AppName))@AppServer.
(in(true )@ PrwateLoc.Pq

4
in(false)®PrivateLoc.Po)
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Registering process

Register Agent( ClientLoc, PrivateLoc, AppName) =
(read(AppName)@ServerDB.
in( AppName, ! Client Num)®@ServerDB.
out( ClientNum + 1, ClientLoc, PrivateLoc, AppName)@ServerDB.
out(AppName, ClientNum + 1)@ServerDB.
out(true)®@ PrivateLoc.nil)

4
(out(false)®@ PrivateLoc.nil)
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i Checking updates

CheckUpdate( AppName, agent) =
out(AppName, “update in progress” )@ServerDB.
in( AppName, ' ClientNum)®@ServerDB.

out(AppName, “updating”, ClientNum)Q@ServerDB.

eval(Iterator{AppName, agent, 0))Q@self.

in( AppName, “updated” )@ServerDB.

in( AppName, “update in progress” )@ServerDB.
out(AppName, ! ClientNum)®@ServerDB .nil

R. De Nicola KlaimLogic@Global Computing
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Checking updates

Iterator(AppName, agent, ClientNum) =

(in( ClientNum, ! ClientLoc, ' PrivateLoc, AppName)@ServerDB.
eval(agent)®@ PrivateLoc.
out( ClientNum, ClientLoc, PrivateLoc, AppName)®@ServerDB.
Iterator{AppName, agent, ClientNum + 1))

4+

(in(AppName, “updating”, ClientNum)®@ServerDB.
out(AppName, “updated” )@ServerDB .nil)
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i Update Agent

Update Agent( AppName, App, server) =
out( “Update”, AppName, App)@self.
in( “UpdateOK", AppName)@self.
out( “updated”, AppName, self )Q@server.nil
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i Checking for updates - client side

RunApplication( AppName, PrivateLoc) =
in( “Update”, AppName, ! App) @ PrivateLoc.
out( “UpdateOK", AppName)®@ PrivateLoc.
((in( “running” , AppName)®@ PrivateLoc.
out( “terminate” , AppName)®@ PrivateLoc.
in( “terminated” , AppName)@ PrivateLoc.
eval( App)@ PrivateLoc.nil)

1

(in( “stopped”, AppName)@ PrivateLoc.
eval( App)@ PrivateLoc.nil))
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i Properties...

s AppServer will eventually send either
the tuple (t rue) or the tuple (false) to
the client private locality:

VK1.
[N(?u]_? T ?UQ)]
( vko.
[ECu1, pp, AppServer)]¢
A
[o — E(uy, pp, AppServer)]r
)
N\
lo = N(7u1, —, Puz)]k1
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i Properties...

= every registered client will receive all
the updates by respecting the
generation ordering

As = E(AppServer,o( “Update”, App, 1p)@self — i( “UpdateOK", App)@self — 1p,us)

A1 = 0(AppServer, (App, “update in progress”), AppServer_DB)
VK1.

([N(7U1, R ?UQ)]
VKRo.
(=(1y,uy,up, App)@ClientDB V [A1]¢1)

A\
[o]K2)

A p1 = pr. [ALEE A ((Ao)tt V [o — (A1 U Ap)]k)
[o]k1
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i Another example: a chat system

s The system is viewed as composed of a
server and a set of clients

s The server provides a finite number of
access points (channels) that clients have
to acquire

= When a logged client sends a
message,this is retrieved by the server
and sent to the other connected clients
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i Properties

For this system we want to prove that:

= A client connected to the chat uses only
the acquired access point;

s A client connected to the chat receives
all chatting messages.
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i Formalizing properties... (1)

= A client connected to the chat uses only
the acquired access point:

—(I(?uq, (" free”, Chany), Server))
u

0(uq,1¢, Chan,) U0(uq, 1¢, Chansg))tt

</\7§

T

0)K
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Formalizing properties... (2)

s A client connected to the chat receives
all messages:

[I(?uq, (" free”, Chany), Server)|
VK1 .

[0(?uy, "msg”, ?us) — Trg({Chanq})]
VKo
(0(Server, ("msg”,us), Chany))tt

0(uq, (" free”, Chaty), Server))tt

(0(Server, ("msg”, up), Chany) U 0(uq, (" free”, Chaty), Server))|ko
ui, (" free”,Chatq), Server)]kq
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i System representation

= Closed systems:

= Complete representation of all system components
(standard practice in Klaim)

= Open systems:

= Partial knowledge of systems components (good
practice in WAN)

= Context dependent systems:

= Abstract context specification plus concrete
specification of some components
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i Formalizing Open Systems
A proposal: (work in progress!)

= Specify known components of a system
with Klaim;

= Partially specify contexts (the rest of the
systems) with an ad-hoc formalism;

= Specity system properties with Klaim logics
and related tools.
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i Context specification

s Resources available

t@s P@s
= Interactions with the subsystem
t@s’ %» p

s Possible evolutions

operational semantics

R. De Nicola KlaimLogic@Global Computing
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i Contexts Syntax

n ou= p|Aun | npAny | npVny | Aun
p = O|t@o"?i_>p|t@c7’%>p‘@algp‘@a’e%@p

| t@o | p@o f(z"v’,”é,’é) | pAp | pVyp
N == s:pP | N[ Ny | n[N]

R. De Nicola KlaimLogic@Global Computing
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Oloerational semantics for contexts

tQs % 0 Qs % Qs
i i atw ' r 1t> ’
o o(s,t,s' e e(s, P, s
@S,%gp ( : ) » Qs (SP;p ( : )>p
p[ﬁ/X’E/{L’,E/E] %p’ n1%>n'1
_ (PR Yy —
f(P,s,e)TI»p ni1Vmns = n
s' = succ(so, sites(n)) n[s'Ju] > n'
8
Au.n %» n' _
n—>n' s = sup” ({5}, sites(N)) S N e N' 5" = sup™ ({3}, sites(n))
o7 ~ e[;’/s o7
n [N] <EL5 o/[57 /3] [N] n[N] 5% 0 [N'[5/3]]
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: i ! @
1as’ s p i(s,8,8), . or tTaSP 0
s @

n—>n' s = sup ({3}, sites(N))

5

n[N] Ei’% n'[3 /3] [N]
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i Localized formulae

s Modalities localized at S - a set of sites (K
does not appear in 0) :

(A, S))¢ 2 ux.(A) V (o — (Src(S) U Trg(S)))k

[A, S]ld 2 ~((A, S))~¢ = vi.[A]lp A[o — (Src(S) UTrg(S))]x

s A formula is localized at S if it contains
only modalities localized at S
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i Behavioural relations (C3 =~s)

= Based on a preorder induced by a sort of
inclusion of computation trees:

s

= A localized version of the relations is
introduced by considering only labels over
given sets of sites
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Equivalence and

i localized formulae

= For every formula ¢ positive and
localized at S we have:

N1 CY Npand Ny | ¢ e N1 | O

= For every ¢ localized at S:

Ni=s Noand N1 ¢ === N ¢

R. De Nicola KlaimLogic@Global Computing
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i Context approximation

= A net N is the concretion of a context Au.p
within an open net n,[N;] if and only if there
exist a set of sites {s}in N such that

1 /\[Nl] = res(ny) ™1 [N H@]

= Concretion preserves the (un)satisfiability of
positive formulae localized at sites in N

ny A@[s/u][N] |5 ~¢ = ny [Ny || N] |~ ~¢p
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i Context Agreement

s N agrees with a context Au.p within a net
n,[N;] if and only if there exist a set of
sites {5} in N such that

ny A pls/u] [N1] ~gitesny) 11 [N1 || N

n Agreement preserves the satistiability of
formulae localized at sites in N,

R. De Nicola KlaimLogic@Global Computing 41



i Chat client specification

ol *fagin®
("Togin”)

Auy (7 free”, tus )@ Server Tl:» @, (“loginok™ Y@~ Tl:» cray, o)
ty ty

Wy
C?‘EU(Hl,r Hz{) =3; cwouf{ul, Hz) =
of " msg” o : i of” T
@y m —; caack(iy, 1) {(“ackiout@u, Tl:» @ Server o ’FH:E !3; 0
My try
Y v
ﬂ(”fﬂgﬂ!”") } . ol “ack ! i
@usy —a cwort{uy, tis) {("msg”, Wu)@u- %} (+MSJ!:E cwout(i, us)
1 1
Y

ol “ackemse™ u
{ g )

("msg”, h)@u, Tlf @ s cra(iy, ty)

cwack{uy, uz) =

{("ackmsg" Y@u» %} ceor{uy, Us)
1

vV

i o ackmsg” u
{("msg”, ) @u, %;L“‘f'? cwack{uy, uz)
1

ty
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i Localized properties for the Chat

S = {Server, Chany, Chany, Chans}
=((I(?uq, (" free”,Chany), Server), S))

UK
((0(uq,1¢, Chany) U 0(uq, 1y, Chans), S))tt
V
[[I(?uq, (" free”, Chany), Server), S]] ({0, )«
VK1 .
[[o(?up, "msg”, 2u3) — Trg({Chany }), S]]
VK>
((0(Server, ("msg”,uy),Chany), S))tt
V
((0(uq, (" free”,Chatq), Server), S))tt
A\

[[o — (0O(Server, ("msg”,uy), Chany) U 0(uq, (" free”, Chaty), Server)), Sl|«p
[[o —0(uq, (" free”, Chaty), Server), S]|kq
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i The Client implementation

The structure of the clients is:

Client :: in(“ free”, 'u)@Server.out(“login' Y@u.in(“loginok' Y@u.Pmsg(u)

We propose three possible implementation for the
process Pmsg(u).

R. De Nicola KlaimLogic@Global Computing
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Implementation (1)

= An implementation that does not
approximate the context:

Pmsg(u) = Pmsga(u) =
Pmsg1|Pmsga|Pmsgs out{"logout"@u.
in{"ackloutM)@u.
Pmsgi{u) = out{” free”, u)@Server.
out{"msg" Y@u. nil
in{"”ackmsg” )@u.
Pmsgi{u) Pmsgs{u) =

in{"msg", ) )@u.
out{"ackmsg”, u,)@u.
Pmsgs{u)
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i Implementation (2)

= An implementation that approximates
the context:

R. De Nicola

Pmsg{u) =

out{“msg")@u.
in{"ackmsg™@u.
Pmsg{u)

_|_

out{“fogout N @u.
in{"acklout"@u.
out(” free”, u)@Server.
nil

_|_

in{"msg”, i) )@u.
out{"ackmsg”, u)@u.
Pmsg(u)
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Implementation (3)

= An implementation that agrees with the

context:

Pmsg{u) =
out{u, "receive’ )@self.
out{u, “send’ )@self.
Pmsgl|Pmsg2|Finsg3

Pmsgl =
in{tu, “send” )@self.
out{”msg" )@u.
in{"ackmsg"Y@u.
out{u, “send’ )@self.
Pmsgl

Pmsg2 =

in(tu, "send” y@self.
out{”logout"@u.
in{”acklout")@u.
out{” free”, u)@Server.
in(tu, "receive’ Y@self,
nil

Pmsg3 =

in(tu, "receive’ Y@self,
in{”msg”, tu))@u.
out{”ackmsg”, tu)@u.
out{lu, "receive” Y@self.
Pmsg3(u)
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i Conclusions...

= Klaim, contexts and the logics are a
methodology for programming and
veritying WAN applications

= Components in the context can be
progressively implemented

= Properties verified at one stage can be
preserved during the concretion of the
system
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i Klaim site

http:/music.dsi.unifi.it

= A couple of papers

s Current Implementation:
= A prototype Model Checker
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